SECURE YOUR
NETWORK WITH
Al-POWERED

MANAGED
FIREWALL

Experience SLT-MOBITEL's cutting-edge
security solution that offers unparalleled
real-time threat detection and automated
response to safeguard your data.

Consistent Flexible Improved user Cloud-Native
Security & Scalable experience intergation

Cost control Simplified Flexible
operations consumption models

Al enabled analytics ¢ Monitors Network Traffic

K E Y F E AT U R ES Stops Virus Attacks ¢ Prevents Hacking

Stops Spyware » Promotes Privacy

UNIFIED THREAT el L Web Filtering

URL Filtering

M AN AG E M E NT Anti-Virus Protection Data Leak Prevention
( U TM ) F E ATU R ES Application Control Basic WAF Protection

Video Filtering
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STAY AHEAD OF THREATS WITH
24/7 CYBERSECURITY MONITORING

SLT-MOBITEL CYBERSIGHT
SERVICES

SOC as a service Internal VAPT Deep threat hunting
MDR as a service External VAPT
EDR as a service Web application VAPT
SIEM as a service Source code review
Spear phishing as
a service
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ULTIMATE DEFENSE FOR
YOURCIEOUD ASSES

SLT-MOBITEL CLOUD FIREWALL

COMPREHENSIVE CLOUD FIREWALL SERVICES
TAILORED FOR YOUR BUSINESS BY SLT-MOBITEL

KEY FEATURES
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Firewall File filtering - Malware Network spyware
service blocks malicious files protection protection
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SECURE YOUR WEBSITE
WITH CONFIDENCE

SECURE YOUR WEBSITE BY GETTING DOMAIN
VALIDATION AND ORGANIZATION VALIDATION SSL
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Get your website trusted and protected
with SLT-MOBITEL SSL Certificate servi
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Boost Increase Meet Regulatory Easy Installation
Compliance

Enhanced
Security SEO Rankings Customer Trust

/.
queries@enterprise.sit.lk www.sltmobitel.lk //SLT\dOBlTEL

0112 381 381
ENTERPRISE




100 e

3 10019 DRDES T T

FORTIFY YOUR BUSINESS WITH
AlI-ENABLED MULTILAYERED

CYBERSECURITY

[ Firewalls, Intrusion Detection Systems (IDS), [ Secure Coding Practices, Web Application
Intrusion Prevention Systems (IPS), Virtual Firewalls (WAF), Static and Dynamic
Private Networks (VPNs), DDoS Protection Application Security Testing ]

Service, Network Access Control (NAC) ]

[ Encryption, Data Loss Prevention (DLP),
[ Firewalls, Network Segmentation,

Virtual Local Area Networks (VLANSs),

Network Monitoring Tools ]

Access Controls ]

[ Continuous Monitoring, Incident

[ Identity and Access Management (IAM), FIRRES e EIRD RRDREINCSH (ASt i

Mt fostar Rutherticetion IMEAN] Vulnerability Management, Third-Party

e Risk Management, Regulatory Cormpliance ]
Security Posture

[ Antivirus/Antimalware Software,

Host-Based Firewalls, Endpoint Detection [ Security Awareness Training,

User Education e .
and Response (EDR) | and Training Phishing Simulations, Password Managers ]

YOUR TRUSTED PARTNER
IN CYBERSECURITY

0112 381 381 queries@enterprise.sit.lk www.sltmobitel.lk SLT
ENTERPRISE



D, R, TR . . V. b5 %
. . . . W W R .
A% 2 % % % T, . . .

A % % % % € € % % % % % %
3 T, h %

v 5 % = S S 2. T T S

. % S % %

YOUR WEAK POINTS?

Get an in-depth assessment of your system security along with a comprehensive
report of internal and external security vulnerabilities and recommended fixes using
industry-leading tools from a team of experts with SLT-MOBITEL Vulnerability
Assessment-as-a-Service and eliminate threats to your business operations and data.

SLT-MOBITEL VULNERABILITY ASSESSMENT-AS-A-SERVICE INCLUDES:

> Remote or on-prem assessment

> Free after-fix verification assessment

> Implementation architecture review

> Analyse security flaws, software vulnerabilities, and configuration issues
> Web application assessment for OWASP top-10 vulnerabilities

> Non-intrusive scans not to interfere production environment

> Comprehensive report with recommendations

FOR MORE INFORMATION:
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FIRE UP
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FIREWALL

Application Layer, being the closest layer to the end-user, has the largest threat
surface and highest vulnerability level which can cause:

(Performance and Stability Issues )
(Data Theft )
(Network Unavailability )

( Financial Losses )
( Business Discontinuity )

SLT-MOBITEL WAF

Our Web Application Firewall is equipped with a broad set of monitoring and assessment
tools backed by the industry leader in application security, F5, to virtually patch application
vulnerabilities, enabling unprecedented levels of:

( Security )

( Confidentiality )

(Availability )
( Performance )
(‘Integrity )

for your mission-critical applications.

Contact your account manager for more information. //SLTﬂOB ITEL
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